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Up to Two positions for Postdocsin Automatic Control
focusing on securelearning and control in large-scale
systems

Uppsala University, Department of Information Technology

Uppsala University is a comprehensive research-intensive university with a strong international standing.
Our ultimate goal isto conduct education and research of the highest quality and relevance to make a
long-term difference in society. Our most important assets are all the individual s whose curiosity and
dedication make Uppsala University one of Sweden’s most exciting workplaces. Uppsala University has
over 54,000 students, more than 7,500 employees and a turnover of around SEK 8 billion.

The Department of Information Technology has aleading position in research and education. The
Department currently has about 300 employees, including 120 teachers and 110 PhD students. More than
4000 students study one or more courses at the department each year. More information can be found at
the Department’s website.

At the Division of Systems and Control, we develop methodology for and applications of automatic
control, system identification, and machine learning. Devel oping mathematical models that capture real-
world dynamical phenomena evolving in and interacting with their environment is central to all these
areas of information technology. Based on the models, algorithms are devel oped that allow machines and
humans to operate efficiently in the world around us. Optimization methods are of central importance
since they constitute the computational core of control, system identification, and machine learning.
Model uncertainty quantification is an important aspect since it allows for design of algorithms with
performance guarantees.

The Division of Systems and Control enjoys awide network of strong international collaborators all
around the world, for example at the Delft University of Technology, University of Cambridge,
University of Oxford, Imperial College, University of British Columbia, University of Sydney,
University of Newcastle and Aato University.

Read more about our benefits and what it islike to work at Uppsala University

Duties/Project description

The successful candidate will join the Secure Learning and Control Laboratory, a growing
interdisciplinary research group doing basic and applied research at the intersection of cybersecurity,
control theory, and machine learning. Our vision isto devel op methodologies for designing intelligent
autonomous decision-making systems that are secure and resilient against malicious adversaries.

These postdoctoral positions will intensify our work (on both method devel opment and applications) in
secure learning and control and may, if the candidate wishes, be paired with real-world applicationsin e.
g. water networks, smart grids, or robotics. The position might also include teaching in related subjects.

Two concrete potential research projects are summarized below. As an applicant, you are encouraged to
specify your preferred research project in your application to aid in the recruitment process, but this
selection is not binding.

1st project: SecureLearning and Control Systems

This position is part of the project “ Secure and Resilient Control Systems” funded by a grant from the
SSF Future Research Leaders Program. The project aim is to create novel methodol ogies addressing
cybersecurity problems under uncertainty in learning and control systems.

A core element of this research is the development of novel probabilistic risk metrics and optimization-
based design methods that jointly consider the impact and the detectability constraints of attacks, aswell
as model uncertainty and prior beliefs on the adversary model. By combining relevant methodol ogies
from control theory, reinforcement learning, optimization, and game-theory, the project will drive further
the research frontier within secure control systems and adversaria learning.



More information can be found at the project’s website.

Project 2: Resiliencein Large-Scale Critical Infrastructures

This position is part of the project “ Resilience, Safety, and Security in Tree-structured Civil Networks”
funded by a grant from the Swedish Research Council. Civil infrastructure networks critically support
modern society by distributing resources and protecting communities from hazards. The resilience of
civil infrastructure networks to disruptive events is the overarching topic of the project.

The main purpose of the project is to devise a coherent system-theoretical platform for resilience
analysis of civil infrastructure networks, as well as resilience-informed control of those, under disruptive
events such as failures, breakdowns, natural hazards, and cyberattacks .

The project will be conducted along three main threads: Mathematical modeling of civil infrastructure
networks under disruptive events;, Model-based assessment of resilience via operational indices;
Resilience-informed control of the networks. The feasibility and efficacy of the devel oped mathematical
models and algorithms is expected to be evaluated with respect to urban water and wastewater networks.

More information can be found at the project’s website

Requirements

PhD degreein in afield closely related to this position or aforeign degree equivalent to a PhD degreein
in afield closely related to this position. The degree needs to be obtained by the time of the decision of
employment. Those who have obtained a PhD degree three years prior to the application deadline are
primarily considered for the employment. The starting point of the three-year frame period is the
application deadline. Due to specia circumstances, the degree may have been obtained earlier. The
three-year period can be extended due to circumstances such as sick leave, parental leave, dutiesin
|labour unions, etc.

The applicant must have a strong background in method development and the use of control theory. Asa
person, you are creative, thorough and have a structured approach. When selecting among the applicants
we will assess their ability to independently drive their work forward, to collaborate with others, to have
aprofessional approach and to analyze and work with complex problems. Great emphasis will be placed
on personal characteristics and personal suitability. Excellent knowledge of oral and written Englishisa
reguirement.

Additional qualifications

Additionally, experience of interdisciplinary research is a merit. Experience in the following subjectsis
valued: security and privacy, statistical theory or machine learning, optimization. For the second project,
we also value knowledge in dynamical and control systems and large-scale dynamical systems, aswell
as experience with scalable algorithms in the context of analysis and fault detection in large-scale
systems.

Application
The application must contain:

1. A curriculum vitae (CV);

2. A copy of relevant degrees and grade documents (translated into Swedish or English);
3. Alist of publications;

4. Up to five selected publications in el ectronic format;

5. A research statement describing your past and current research (max 1 page) and a proposal for
future activities (max 1 page). Please indicate your preferred project and explain how your profile fits
your selection;

6. Contact information for two references;

7. A cover letter briefly describing your motivation for applying for this position and the earliest
possible employment date (max 1 page);

About the employment

The employment is atemporary position of 2 years according to central collective agreement. Scope of
employment 100 %. Starting date as agreed. Placement: Uppsala.



For further information about the position, please contact: Associate Professor André Teixeira
(phone: +46 18-471 5414, email: andre.teixeira@it.uu.se) and Assistant Professor Per Mattsson
(phone: +46 18-471 3168, email: per.mattsson@it.uu.se).

Please submit your application by 29 July 2022, UFV-PA 2022/1871.

Are you considering moving to Sweden to work at Uppsala University? Find out more about what it’s
like to work and live in Sweden.

Please do not send offers of recruitment or advertising services.

Submit your application through Uppsala University's recruitment system.

Type of employment Temporary position longer than 6 months

Contract type Full time

First day of employment As agreed

Salary Fixed salary

Number of positions 2

Working hours 100 %

City Uppsala

County Uppsalalan

Country Sweden

Reference number UFV-PA 2022/1871

Union representative Seko Universitetsklubben seko@uadm.uu.se
ST/TCO tco@fackorg.uu.se
Saco-rédet saco@uadm.uu.se

Published 2022-05-18

Last application date 2022-07-29

Link toad http://uu.varbi.com/what:job/jobl D:509082/
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Upp till tva postdoktorer i reglerteknik med fokus pa
séker inlarning och styrning av storskaliga system

Uppsala universitet, I nstitutionen for infor mationsteknol ogi

Uppsala universitet &r ett brett forskningsuniversitet med stark internationell stéllning. Det ytterstamalet
& att bedriva utbildning och forskning av hogsta kvalitet och relevans for att gora langsiktig skillnad i
samhallet. Var viktigaste tillgéng & alla de individer som med sin nyfikenhet och sitt engagemang gor
Uppsala universitet till en av landets mest spannande arbetsplatser. Uppsala universitet har drygt 54 000
studenter, mer an 7 500 anstéllda och en omsattning pa cirka 8 miljarder kronor.

Institutionen for informationsteknologi har en ledande position inom saval forskning som uthildning pa
allanivaer. Institutionen har i dag ca 300 anstdllda varav 120 l&rare och 110 doktorander. Drygt 4000
studenter laser en eller flerakurser vid institutionen varje & och ett 30-tal forskargrupper & kopplade hit.
Mer info finns via lénken till institutionens hemsida.

Vid utvecklar vi teori for och tilldampningar av reglerteknik, systemidentifiering och maskininl&rning. Ett
viktigt mal &r att utveckla matematiska modeller som kan beskriva verkliga dynamiska fenomen s att
maskiner och manniskor mer effektivt kan agerai varlden runt oss. Optimeringsmetoder & centralai
faltet eftersom de utnyttjas sdva inom reglerteknik som maskininlarning och systemidentifiering. For
beskrivning av dynamiska system & kvantifiering av osékerhet viktig och méjliggor design av
agoritmer med garanterad prestanda.

Vid avdelningen har vi ett brett nétverk av starka internationella samarbeten runt om i vérlden, till
exempel vid Delft University of Technology, University of Cambridge, University of Oxford, Imperial
College, University of British Columbia, University of Sydney, University of Newcastle och Alto
University.

Las mer om véra formaner och hur det &r att jobbainom Uppsala universitet.

Arbetsuppgifter och projektbeskrivning

Du kommer att ingdi Secure Learning and Control Laboratory vid I nstitutionen for
informationsteknol ogi, Uppsala universitet. Laboratoriet bedriver interdisciplinar forskning av bade
teoretisk och tilldmpad karaktér i skérningspunkten mellan cybersékerhet, reglerteori och
maskininlérning. Visionen &r att utveckla en metodologisk bas for dimensionering av intelligenta
autonoma besl utsfattande system som & sakra och kan motstaillvilliga attacker

| ditt arbete kommer du intensifiera var forskning (med bade metodutveckling och tillampningar) inom
sdker inlarning och reglersystem. Mgjlighet finns att forska patillampningar inom t.ex. vattennatverk,
smartanét eller robotteknik. Tjénsten kan aven innefatta undervisning i nérliggande &mnen.

Tvé konkreta exempel pa potentiella forskningsprojekt anges kort nedan. Som sokande fér du gérna ange
det projekt du & mest intresserad av, men dettaval &r inte bindande.

Projekt 1: Sakra inlérnings- och styrsystem

Tjansten & en del av projektet “ Secure and Resilient Control Systems’ som finansieras inom SSF:s
program Framtidens forskningsledare. Projektet syftar till att utveckla metoder for att, under osdkerhet,
hantera de cybersakerhetsutmaningar som uppstar i bed utsfattande system for styrning och
maskininlarning. Den metodologiska frégestallningen &r att foresld och analysera nya probabilistiska
riskmatt och optimeringsbaserade designmetoder som tar hansyn till en attacks konsekvenser och
detekterbarhet, samt modell osékerhet och k&nnedom om angriparens strategi. Genom att kombinera
relevanta metoder inhémtade fran reglerteori, forstarkningsinlarning, optimeringsl&ra och spelteori
amnar projektet att fora fram forskningsfronten inom sékra reglersystem och maskininlérning.

Mer information finns vialanken till projektets hemsida.

Projekt 2: Resiliensi storskalig kritisk infrastruktur



Tjansten finansieras av ett forskningsanslag fran Vetenskapsradet for projektet ” Resilience, Safety and
Security in Tree-structured Civil Networks™. Civilainfrastrukturnétverk &r kritiska for det moderna
samhéllet da de distribuerar resurser och skyddar samhéllet fran faror. Den civilainfrastrukturens
motstandskraft mot stérande handelser &r det Gvergripande amnet for projektet.

Huvudsyftet med projektet &r att ta fram en sammanhéngande systemteoretisk plattform for
resiliensanalys av civilainfrastrukturnatverk, samt resiliensinformerad styrning av dessa. Hansyn maste
tastill stérande handel ser som haverier, naturrisker och cyberattacker.

Projektet kommer att genomforas inom tre huvudomraden: Matematisk modellering av civila
infrastrukturnétverk under stérningar; Modellbaserad bedémning av resiliens via operativaindex;
Resiliensinformerad styrning av nétverken. Genomférbarheten och effektiviteten av de utvecklade
matemati ska modellerna och algoritmerna férvantas utvérderas med avseende pd stadsvatten- och
avloppsnétverk.

Mer information finns vialénken till projektbeskrivning.

Kvalifikationskrav

Doktorsexamen inom ett omrade som har nara anknytning till dennatjanst eller en utlandsk examen som
beddms motsvara doktorsexamen inom ett omrade som har néra anknytning till dennatjanst. Examen ska
vara uppfyllt senast vid tidpunkten da anstalIningsbes| utet fattas. Framst bor den kommaifréga som har
avlagt examen for hogst tre & sedan. Vid berdkning av ramtiden om tre & & utgangspunkten sista
ansokningsdag. Om det finns sarskilda skal kan sddan examen ha avlagtstidigare. Med sarskilda skal
avses ledighet pa grund av sjukdom, foraldraledighet, fortroendeuppdrag inom fackliga organisationer,
etc.

Den stkande ska ha en gedigen bakgrund inom metodutveckling och anvéndning av reglerteori. Som
person &r du kreativ, noggrann och har ett strukturerat forhalIningsstt. Vid urval bland de stkande
kommer vi att bedoma deras forméaga att javstandigt driva sitt arbete framét, att samarbeta med andra,
att ha ett professionellt forhallningssétt och att analysera och arbeta med komplexa problem. Stor vikt
kommer att |&ggas vid personliga egenskaper och personlig |amplighet. Goda kunskaper i engelskai tal
och skrift &r ett krav.

Onskvért/meriterandei ovrigt

Dessutom &r erfarenhet av tvarvetenskaplig forskning meriterande. Erfarenheter och kurser inom
Cybersakerhet och Integritet, Maskininlarning eller Statistiska berékningsmetoder, och Optimering &
meriterande. For det andra projektet vérdesétter vi &ven kunskap inom storskaliga dynamiska system och
reglerteori, samt erfarenhet av skalbara algoritmer for analys och feldetektering i storskaliga system.

Ansotkan skainnehélla

1. En meritférteckning (CV),

2. En kopia av relevanta examina och betygshandlingar (6versattatill svenska eller engelska),
3. Publikationslista,

4. Upp till fem utvalda publikationer i elektronisk form,

5. Beskrivning av din nuvarande och tidigare forskning (max 1 sida) och forslag pa framtida forskning
(max 1 sida). Vanligen ange ditt féredragna projekt och férklara hur din profil passar ditt val,

6. Kontaktinformation till tva referenser,
7. Ett personligt brev dér du kort motiverar varfor du soker dennatjénst samt ange tidigast méjliga
anstélIningsdatum (max 1 sida).

Om anstéllningen

Anstallningen &r tidsbegransad i 2 &r enligt centralt kollektivavtal. Omfattningen & 100 %. Tilltrade
enligt dverenskommelse. Placeringsort: Uppsala.

Upplysningar om anstéllningen [é&mnas av: Universitetslektor André Teixeira (phone: +46 18-471
5414, email: andre.teixeira@it.uu.se) och Bitrédande universitetsiektor Per Mattsson (phone: +46
18-471 3168, email: per.mattsson@it.uu.se).

Valkommen med din anstkan senast den 29 juli 2022, UFV-PA 2022/1871.



Vi undanber oss erbjudanden om rekryterings- och annonseringshjalp.

Ansdkan tas emot i Uppsala universitetsrekryteringssystem.

Anstéllningsform VisstidsanstadlIning langre dn 6 manader

Anstallningens omfattning Heltid

Tilltrade Enligt dverenskommelse

Ldneform Individuell 16neséttning.

Antal lediga befattningar 2

Sysselsdttningsgr ad 100 %

Ort Uppsala

Lan Uppsalalan

Land Sverige

Ref. nr. UFV-PA 2022/1871

Facklig foretradare Seko Universitetsklubben seko@uadm.uu.se
ST/TCO tco@fackorg.uu.se
Saco-rédet saco@uadm.uu.se

Publicer at 2022-05-18

Sista ansbkningsdag 2022-07-29

Lank till annons http://uu.varbi.com/what:job/jobl D:509082/



